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PIRL Computer-Vers. 3.0 

 
This guide organizes, in plain English, forensic options for an initial forensic analysis of 
seized Windows-based computers.  A separate, forthcoming guide will address the 
initial forensic review of computers using the Apple operating system.  This project 
grew from the idea that it would be helpful to collect standard forensic requests to be 
processed during and soon after a seizure, to help with interviews, detention hearings, 
and to find often critical electronic evidence early in the investigation.  This guide is a 
communication tool designed to help the average prosecutor, investigator, and analyst 
work together to prioritize investigative steps pertaining to electronic evidence.  As 
such, this guide may assist in a “triage” approach to the review of seized electronic 
evidence.  Moreover, if the initial forensic review results in sufficient evidence to trigger 
a guilty plea, the “triage” review may obviate the need for further analysis.    
 
Experience has also shown that this guide facilitates effective communication between 
prosecutors, investigators, and forensic examiners during trial preparation when 
discussing further analysis in light of possible defenses and contested elements of the 
crime.  Several types of evidence are relevant in many criminal cases involving 
electronic evidence: (a) state of mind, including intent of the user, consciousness of 
guilt, motive, and knowledge that certain information (e.g., child pornography or stolen 
trade secrets) is present on the computer; (b) the computer user’s or associate’s identity; 
(c) the timeline of events; and (d) information indicating geographic location of a user 
or device.  Within the following list, where a particular forensic request may result in 
such evidence, non-exhaustive examples are provided within the “why this may be 
wanted” column for that request. 
  
This guide does not attempt to address the constitutional and statutory issues involving 
the search of electronic evidence.  For such issues, please see Searching and Seizing 
Computer and Obtaining Electronic Evidence in Criminal Investigations Manual, 3rd ed. (OLE 
2009).  The prosecutor must consider these legal issues, taking into account the 
investigative facts, when evaluating which forensic requests to recommend.  When 
pursuing new evidence based on the forensic review (e.g., emails stored in an Internet-
based email account), the investigating team must consider: (a) whether new legal 
process is required; (b) whether serving legal process will trigger notice to the 
subscriber; and (c) whether a court order is appropriate to foreclose or delay notice to 
the subscriber.  (see e.g., 18 U.S.C. § 2705).      
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This guide does not assign particular roles among forensic examiners and case agents.    
Instead, the list provides a way for prosecutors, investigators, and examiners to speak 
the same language.  Plain English forensic requests should lead to a forensic report that 
can be used by a prosecutor without a technology background. 
 
This list is one of several PIRL lists relating to the forensic review of electronic evidence.  
The several PIRL lists were initiated, and are maintained, by experienced prosecutors 
and analysts.  The guides are intended to be updated regularly.  Suggestions and 
comments about the PIRL lists are welcome and should be directed to: PIRL@usdoj.gov.  
Technical “how to” questions or comments should be directed to 
cybercrimelab@usdoj.gov.   
 
Several triage tools for the initial review of computer evidence will accomplish many of 
the tasks listed below.  Among these is OS Triage, which is free to law enforcement and 
can be found at http://feeble-industries.com/forums (read instructions carefully).   
 
Notes to the prosecutor and investigator: 
 The investigator and prosecutor must only make those requests which apply to the 

case and are authorized under the warrant. 
 When drafting search warrants for electronic evidence, ensure that the analyst can 

search for evidence relating to use and control of the computer or device.  See, for 
example, the premises search warrant go-by at  
http://dojnet.doj.gov/criminal/ccips/online/. 

 It is unlikely that a case will require that all the forensic requests listed below be 
fulfilled.   

 The response to any forensic request may be limited by the forensic resources 
available and the time needed to retrieve the information.  

 Consider using this list during consultation between the investigator, prosecutor, 
and examiner.  

 
Requests annotated with * are recommended in Child Pornography Cases. 
                                           
Nothing in this list creates substantive rights on behalf of a defendant, target, or subject of an 
investigation. This guide is solely intended to assist investigators and prosecutors by suggesting possible 
requests in the  analysis of electronic evidence. 

mailto:cybercrimelab@usdoj.gov
http://feeble-industries.com/forums
http://dojnet.doj.gov/criminal/ccips/online/
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

On-Site:  While Computer is On 
1* Image Random Access Memory (RAM). 

 
FTK Imager and Dumpit.exe are tools that 
collect information in RAM. 

Passwords to programs or 
encrypted data are often stored 
only in RAM and are rarely saved 
to the hard drive.  Once the system 
is shut down, this information, 
which is likely not documented 
anywhere else on the computer, 
will be lost. 
 
Collection and analysis of RAM can 
also reveal the following 
information that may not be 
otherwise recorded on the 
computer: which programs are 
running or were recently 
terminated; network connections; 
fragments of documents; web 
pages viewed; and transcripts from 
instant messaging or chat 
programs.     
 
Information found in RAM may 
also disclose the existence of 
remote access to the computer 
which may raise a possible defense.  
 
Information in RAM may be 
relevant to: state of mind (e.g., 
applying an encryption key found 
in RAM shows that computer user 
stored contraband information in 
an encrypted folder); user identity 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

(e.g., a password that is unique to 
the user or information showing 
that computer was not accessed 
remotely); and timeline (e.g., 
information showing that computer 
user was running a media program 
to view contraband images).   

 
2A* 

 
Identify encryption on the computer and 
attempt to capture any codes, passwords, or 
encryption keys.  

 
Identifying encryption while the 
computer is on may allow 
investigators to find encryption 
keys or disable the encryption 
program.  (See Request 1).   

If encryption is found on the 
computer, strong consideration 
should be given to making a logical 
(file by file) image of the drive 
before shutting the computer off.  
(See Request 2B).    

Information regarding encryption 
may be relevant to: state of mind 
(e.g., knowledge that contraband 
(e.g., child pornography images) or 
other incriminating evidence  was 
present on the computer); user 
identity (e.g., if the encrypted files 
were uniquely available to a 
particular user); timeline (e.g., 
when a file containing trade secrets 
was encrypted may show when the 
theft occurred).   

 
2B* 

 
Make logical copy of encrypted drive(s). 

 
ONLY when the drive is encrypted 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

and no encryption key is available, 
consider making a logical copy of 
the drive before shutting the 
system down.  If the system is shut 
down before making a logical copy, 
the opportunity to do so is likely 
lost.   

Warning B a logical copy will only 
include active files and will not 
include deleted files.  The contents 
of encrypted information may be 
relevant for the reasons noted 
above.   

 
3* 

 
Identify connections to any network or to 
another computer or device either wired or 
wireless. 
 
Identify programs using or waiting to 
send/receive information.  
 
Document open ports. 

 
The identification of open ports or 
connections to other computers 
may be one way to identify: remote 
storage services (e.g., Gmail, 
Flicker, or Drop Box); programs 
used to facilitate the crime; or other 
persons involved in the crime.  
Imaging RAM (Request #1) is one 
way to obtain this information.  
Shared network drives may also 
store additional electronic 
evidence.  Active network 
connections may indicate external 
control over the computer.  
 
Information relating to this request 
may be relevant to: state of mind 
(e.g., a connection to a hidden 
wireless storage device containing 
contraband indicates both 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

knowledge of the contents and 
consciousness of guilt) or user 
identity (e.g., identifying an 
unknown computer connected to 
the subject computer may indicate 
external control).     
 
CAUTION: If other storage locations, 
network connectivity, or 
geographically-separated devices are 
identified, determine whether 
additional legal authority is needed to 
search the newly-identified evidence.  
For example, the analysis may show 
that the user is connected to an online 
bank account.  Investigators must 
typically obtain additional authority 
before exploring the on-line account.   

 
4* 

 
Scan for Wireless Access Points or Devices. 
 
Examine the router/access device to 
determine whether there are other 
connected computers or devices either 
internal or external to the search location. 
  
Seize the router if it is covered by the search 
authorization. 

 
Routers may store important 
information about the computers or 
devices that have obtained Internet 
access via that router.   
Information stored within the 
router can reveal unknown 
computers, remote storage, or other 
devices.  
Routers can also be external storage 
devices i.e. log files of all 
connections and connected devices, 
hard drives that act as file transfer 
servers, web servers, etc. 

Information relating to this request 
may be relevant to: state of mind 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

(e.g., the router logs may show a 
connection to a device found 
secreted inside a wall that contains 
relevant  data); user identity (e.g., 
the router logs may show that a 
computer not found within the 
search location has accessed the 
Internet through the router.     

 
5* 

 
Identify any users presently logged on to 
the computer.  
 

 
Knowing if other people are logged 
on to the computer at the terminal 
or remotely may assist in 
identifying the person responsible 
for activity or on the computer.  
Knowing who is logged on may 
also disclose compromised user 
accounts, unauthorized accounts, 
etc.  

User information may be relevant 
to: user identity (e.g., user 
information may indicate that the 
suspect is the sole computer user or 
it may indicate a previously 
unknown user).   

 
Once the Computer is Turned Off 

 
6* 

 
Verify the accuracy of the date/time on the 
computer and Time Zone Settings. 
 
Do this before leaving the scene, if possible, or 
else immediately upon returning to the lab.  

 
The date and time on a computer is 
maintained on a computer chip 
known as the "complementary 
metal oxide semiconductor" 
(CMOS), located on the 
motherboard, not on the hard 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

drive.  At the time of seizure or 
imaging, the CMOS time should be 
compared to the actual time and 
any offset should be recorded.  An 
incorrect date/time in the CMOS 
might affect the date/time stamps 
of files on the computer.  The 
CMOS is battery powered and if 
the computer is placed into 
evidence and the battery dies, the 
date, time, and system setup 
parameters will be lost. 
 
Depending on the file format, 
computer operating systems might 
convert the CMOS (or computer 
chip) time to the local time.  This 
provides time/date stamps for all 
files.  It is important to document 
the time zone the computer system 
is set to in order to accurately 
report the time and date of the 
computer activity. 

The date, time, and time zone 
settings are necessary to create a 
coherent timeline of computer use: 
(e.g., an arsonist “googled” 
flammable household products, 
then paid his home insurance 
online, then created a Word 
document inventory of household 
belongings, and last, used 
“mapquest” to determine the 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

distance of the closest fire station).     

 
7* 

 
List external storage devices that are or 
were previously attached to this computer, 
device make, model and serial number, 
date/time last connected, drive letter 
assigned, and user account active when 
device connected.     
 
Do this before leaving the scene if possible, so 
that external storage devices can be located and 
seized. 

 
Identifying external devices (thumb 
drives, cameras, printers, card 
readers, etc.) that were connected to 
the computer may assist in 
searching the location or suspect 
by, for example, revealing the 
existence of a hidden thumb drive.  
USB devices typically have a 
unique serial number that allows 
investigators to track a single 
device across multiple computers.   
 
Information in this category may be 
relevant to: user identity (e.g., the 
USB analysis indicates that the 
suspect’s digital camera connected 
with the computer--metadata for 
child pornography images within 
the computer show that the 
pictures were taken with the 
defendant’s camera); state of mind 
(e.g., contraband evidence is only 
stored on a hidden USB device); 
and timeline (e.g., the USB analysis 
indicates that the device was 
connected just before a folder 
containing stolen trade secrets was 
downloaded to the computer).    

This request may identify new devices 
for which additional legal authorization 
may be required 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

 
8* 

 
Determine whether manual Date/Time 
changes were made. 

 
Windows system/event logs might 
contain an entry if the computer 
system=s date or time was changed 
from within the Windows 
operating system.   

Information in this category may be 
relevant to: state of mind (e.g., the 
suspect may try to create false 
metadata with an earlier “created” 
date for a fraudulent document); 
and timeline (e.g., the date/time 
changes may explain apparent 
inconsistencies in the event 
timeline).  

 
9* 

 
Create a spreadsheet of Internet activity, 
including History and Cookies.  
 
Consider conducting this action on scene as it 
may assist in an on-scene interview. 

 
Information will show web sites 
visited.  Putting this data in a 
spreadsheet allows sorting in 
helpful ways: by website, 
date/time, etc. 
 
Internet history information may be 
relevant to: state of mind (internet 
searches may indicate intent to 
commit a crime or motive to do 
so—e.g., “getting even with 
cheating spouse”); user identity 
(e.g., suspect logs into his online 
bank account); and timeline (e.g., 
timeline of surfing activity 
indicates that suspect was on 
computer when he claims to be 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

away).   

 
10* 

 
List search terms that each user entered 
into any internet search engine B indicating 
the date/time. 

 
This shows a list of the words that 
the user has searched for on the 
internet using tools like Google. 

Information regarding search terms 
are relevant for the reasons listed in 
the prior request and also tend to 
show the absence of mistake – that 
the suspect did not stumble to a 
particular Internet location.   

 
11* 

 
List all Abookmarked@ or Afavorite@ web 
pages.            
 
Consider conducting this action on scene as it 
may assist in on-scene interviews. 

 
With the exception of the factory 
default set, Abookmarked@ or 
Afavorite@ web sites are created by 
the user.  The purpose of a 
bookmark is to make it easier to go 
back and visit/view a web site.   

Bookmarked websites may be 
relevant to: state of mind (e.g., the 
bookmarked website is a forum for 
hacking tools or features child 
pornography); and user identity 
(e.g., a suspect may bookmark his 
online bank account).  

This request may identify service 
providers (e.g., a financial institution 
or remote data storage location) upon 
which additional legal process may be 
served for relevant information. 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

12* List all typed-in web addresses.  This information shows that a web 
address was intentionally typed in 
the web browser address bar and 
that it was not a redirection or 
Apop-up/pop-under@ from another 
page. 

This information is relevant to: 
state of mind (e.g., manually typing 
in the website indicates pre-existing 
knowledge about the website and 
an intention to go to the site). 

 
13A* 

 
List “recently” opened files.  

 

 

 

 

 
This list, which can be extensive 
depending on the operating system 
and programs, can provide insight 
into the user’s most recently 
accessed files and sometimes, the 
directory path.  This list can assist 
in understanding the chronology, 
what information was viewed, and 
the location of files.    

 
13B* 

 
User-created shortcuts on each user=s 
desktop. 

 
This list can provide insight as to 
the user=s potentially most-
frequently used programs and files. 

Application and file shortcuts on 
the desk top may be relevant to: 
state of mind (e.g., knowledge of 
the file or application); and user 
identity (e.g., the file contents or 
application use may be specific to a 
particular person).  
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

14* List path and file names for files opened 
through programs of interest (e.g., a  media 
player, excel, Microsoft word, Adobe).   
 
Where possible, also provide date/time. 

This list of files recently opened in 
programs of interest may reveal 
recent criminal activity.  For 
example, the files may show the 
creation of false invoices or that the 
user  played media files proving 
that the user of the computer not 
only possessed, but also viewed or 
listened to a media file.  This list 
could be particularly useful in child 
pornography or intellectual 
property cases.  

The list of recently-played media 
files may be relevant to: state of 
mind (e.g., knowledge that a file is 
on the computer and a intent to 
view the contents); user identity 
and timeline (if the contraband 
images were viewed just after the 
target emailed a friend and before 
he checked his bank statement 
online, the timeline would indicate 
that the target viewed the images).    

 
15A 

 
For Non-Child Pornography 
Investigations: 
 
Review any image/video files significant to 
the investigation - including path and file 
name, creation date, access date, modified 
date, and, if present, information regarding 
the digital device/camera that took the 
image/video.   
 

 
These files may contain evidence 
relevant to the investigation, even 
where the crime is not predicated 
on possession of contraband 
images.  For example, faxes or text 
files may be saved to a PDF, TIFF 
or JPEG format, a criminal may 
take photographs of his drugs, or 
text may be embedded into a 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

If evidence outside the scope of the warrant is 
found in an image file, consider an expanded 
warrant. 
 
Reviewing images is often time consuming.  The 
determination of who reviews images should be 
decided in accord with the investigative agency's 
policies and procedures. 

graphic document.   
 
The various file Adates@ can be 
relevant to showing possession, 
control, timeline, and intent.  
Caution: dates can appear 
inconsistent due to quirks in 
Windows.  Review and discuss the 
time and date stamps for relevant 
files with the examiner.  
 

Information in this category may be 
relevant to: state of mind (e.g., 
multiple images of victim in 
stalking case); user identity (e.g., 
images of defendant’s mother, 
girlfriend, or pet would tend to 
indicate that the computer belongs 
to the defendant); timeline (e.g. 
metadata for digital images will 
contain date and time stamp 
information—caution: this 
information comes from the camera 
and is often set manually);  and 
geographic location of user,  
computer, or device (e.g., images 
may depict an identifiable location 
and images from many cameras 
and the phones contain EXIF data 
(location info, time date, device) 
GPS-derived information indicating 
where the image was taken).    
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

15B* For Child Pornography Investigations: 
 
Review any image/video files significant to 
the investigation - including path and file 
name, creation date, access date, modified 
date, and, if present, information regarding 
the digital device/camera that took the 
image/video.   
 
Reviewing images is often time consuming.  The 
determination of who reviews images should be 
decided in accord with the investigative agency's 
policies and procedures. 

Collectors of child pornography 
images and video frequently 
organize files into folders 
descriptive of the sexual act, age, 
sex, race, location, etc.  This 
organizational scheme itself is 
relevant to show the suspect=s 
knowledge and intent. 
 
Information in this category may be 
relevant to: state of mind (e.g., 
knowledge of the presence of 
contraband images and intent to 
possess); user identity (e.g., the 
persons depicted may have 
identifying physical features, 
metadata within the images or 
video may correlate with a 
particular camera possessed by the 
target, and non-child pornography 
images of the target’s pets or family 
would tend to show that the 
computer is his); timeline (e.g. 
comparing the time and date 
stamps for contraband 
images/videos to internet use or 
attached device log may provide 
insight into how the images got 
onto the computer); and geographic 
location of computer/device (e.g., 
images may depict an identifiable 
location and image files  from 
many cameras and phones contain 
EXIF data (location info, time date, 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

device) GPS-derived information 
indicating where the image was 
taken).  

Consider a separate request for a 
text-only list of path and file names 
for child pornography images & 
videos.  Such a list can be useful for 
detention and discovery purposes 
as file names in this context are 
often incriminating.  A text listing 
of the files can also be part of the 
discovery process as the actual 
images/videos cannot be turned 
over pursuant to the Adam Walsh 
Act--18 USC 3509(m).   
 
Last, the circumstances involving 
deleted images may also be of 
evidentiary value.   

 
16A 

 
For Non-Child Pornography 
Investigations: 
 
List any file (file, program, application, 
document, etc.) with a known Ahash value@ 
relevant to the criminal activity under 
investigation with path/file name. 

 
Algorithms can generate an 
alphanumeric value unique to a 
particular file B  this digital 
fingerprint is known as a AHash”. 
(the most common hashes are MD5 
hash@ or ASHA1 hash.@  A hash 
value can be created for any file.   
 
In crimes involving hacking or 
intellectual property, hash values 
may be helpful in identifying 
known hacker tools or stolen 
intellectual property.  In cases 
where a specific file is at issue (e.g., 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

a particular file containing a stolen 
trade secret), a hash value can be 
generated from the victim=s file for 
comparison purposes.  In addition, 
the National Software Reference 
Library (NSRL) and other agencies 
maintain lists of hash values for 
known software, including hacker 
tools.  A comparison of the hash 
value of the known file against the 
files on the suspect=s computer will 
indicate if the suspect file is 
present.   
 
NOTE 1: Only search computer for 
hash values within the scope of the 
investigation and search authorization. 
 
NOTE 2: Any change to the file (even 
a minor text change) will result in a 
different hash value for the file.     

 
16B* 

 
For Child Pornography Investigations: 
 
List all files with matching hash values of 
known child pornography with full 
path/file name. 
 
 

 
Algorithms can generate an 
alphanumeric value unique to a 
particular file B  this digital 
fingerprint is known as a AHash”. 
(the most common hashes are MD5 
hash@ or ASHA1 hash.@  A hash 
value can be created for any file.   
Many law enforcement agencies 
and the National Center for 
Missing and Exploited Children 
maintain databases of hash values 
for files of Aidentified@ children.  If 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

the suspect's computer contains a 
file with the same hash value as one 
of the files in the above lists, this 
indicates that the image involved a 
real child victim. 
 
NOTE 1: Any change to the file, 
including resizing, cropping, etc. will 
result in a different hash value for the 
file.   
 
NOTE 2: AChild pornography@ hash 
sets may include a hash value for an 
associated image that is not 
pornographic, for example, a non-
sexual picture of a still-clothed child.  

 
17* 

 
Determine email service provider(s) and 
the email addresses used. 

Model search warrants for internet-based 
email accounts can be found at 
http://dojnet.doj.gov/criminal/ccips/online/.   

 

 
Some email services download 
messages to the computer, while 
others maintain the content on an 
internet service provider=s server.  
In the latter situation, this request 
identifies such service providers so 
investigators can obtain additional 
legal process to review email, and 
information associated with the 
email account, stored by the 
provider.     
 
Review the configuration settings 
of email accounts as some systems 
(Gmail, for example), can be 
configured to aggregate email from 
other email providers and thus 

http://dojnet.doj.gov/criminal/ccips/online/
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

identify other accounts (e.g., 
company email or another email 
service provider). 

Information regarding email 
service providers may be relevant 
to develop additional evidence as 
internet service providers often 
offer a bundle of services, including 
data storage, with the email 
account.  Moreover, identifying 
email service providers may be 
relevant to user identity when a 
particular email address is 
associated with the crime.   

This request may identify new email 
providers upon which additional legal 
process may be served for account 
records and further email 
communications. 

 
18* 

 
Retrieve all email residing on the computer 
including archived or saved email. 
 
The determination of who reviews the email 
content should be decided in accord with the 
investigative agency's policies and procedures. 

 
Email may contain information 
related to the investigation from 
content to time of use, etc. 
 
If proceeding pursuant to a warrant 
or consent, only email under the 
scope of the warrant or consent 
may be reviewed.   Search warrants 
should always include language 
allowing analysts to search for 
evidence of “user attribution” or 
control of the computer.  (See 
CCIPS “premises” search warrant: 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

LINK). Emails are often relevant 
evidence to establish use and 
control of a computer.  Where 
privileged communications are 
likely to be found, be prepared to 
establish a privilege review 
procedure.   
 
Information in this category may be 
relevant to: state of mind (e.g., 
email content may relate to a 
criminal offense); user identity 
(even emails wholly unrelated to a 
criminal offense can be relevant to 
show who is using the computer); 
timeline (email header information 
can place the target or confederates 
at a certain time and place); and 
geographic location of user,  
computer, or device (the content 
and header information can both 
indicate that the email was 
communicated through a particular 
physical location).     

 
19* 

 
Retrieve the contents of address book, 
contact list, calendars, or similar data. 

 
An address or contact lists can be 
found in address book and email 
programs. 

Information in this category can 
help to: match real names and 
identifying information with 
pseudonyms (e.g., 
Ams2007@hotmail.com@ is AMichael 
Smith@) and to identify other 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

persons involved with criminal 
activity. 

Calendar entries which can take 
various forms (including Outlook 
or web-based versions) are relevant 
to timeline and may be relevant to 
state of mind, user identity, and 
geographic location of user, 
computer, or device.   

 
20 

 
List all social networking, online services, 
etc. associated with the computer with 
account identifiers.   

Model search warrants for accounts 
associated with social media sites can be 
found here: LINK 

 
This request identifies social 
networking  providers so 
investigators can obtain additional 
legal process to review a user=s 
social networking accounts and 
activities.  
 
Social networking communities like 
Facebook, MySpace, Linkedin, 
Twitter, Google+, etc., may have 
been used to post information that 
is relevant to the investigation.  
Additionally, social networking 
sites contain information about 
associates, photographs, and 
communications.   

Information posted at social 
networking sites may be relevant 
to: state of mind (posted content 
may relate to criminal conduct—
e.g., boasting about gang activity); 
user and associate identity (e.g., 
posts may show photographs of 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

target and criminal associates); 
timeline (e.g., internet activity logs 
that correlate with social media 
posts may show when key events 
occurred); and geographic location 
of user, computer, or device (e.g., 
posts may provide contextual 
information indicating the location 
of persons or devices at a particular 
time and posted images may 
contain metadata containing 
location information (see request 
14A)).   

 
21* 

 
Retrieve: 
-All chat software,  
-Content of chat-sessions,  
-Transactional records, 
-Buddy/friend lists, and   
-Nicknames used. 
 
The determination of who reviews chat content 
should be decided in accord with the 
investigative agency's policies and procedures. 

 
Chat is a form of internet text 
conversation that may contain 
information relevant to the 
investigation and may reveal 
criminal associates.  Chat may be 
incorporated into other services 
(e.g., online role-playing games, 
Facebook, MySpace, Twitter, 
Google+, etc.) and may be logged 
without the user’s knowledge.   
 
Transactional records are often 
separate from the chat content and 
may contain information about a 
user logging on/off the chat 
service/application.  
 
Chat information may be relevant 
to: state of mind (e.g., chat content 
may contain admissions of 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

wrongdoing); user and associate 
identity; timeline (chat logs 
typically contain time and date 
stamps);   and geographic location 
of user, computer, or device (chat 
content may describe user location). 
   
This request may identify service 
providers supporting a chat function 
upon which additional legal process 
may be served for records of the user=s 
account activity. 

 
22* 

 
Retrieve all VOIP programs, transactional 
records, or content of text, or chat from 
VOIP programs. 
 

 
Voice Over Internet Protocol 
(VOIP) is technology that allows 
people to conduct Atelephone@ calls 
(audio or video conferencing) over 
the Internet and to “text,” chat, and 
transfer files.   
 
Skype, Vonage, Facetime, and other 
VOIP programs often maintain logs 
on the computer that document 
activity.  Voice mail or other 
audio/video files derived from 
VOIP may be found on the 
computer.  This information may 
reveal criminal associates and 
communications significant to the 
investigation.   
 
VOIP information may be relevant 
to: user and associate identity (e.g., 
a saved voicemail may reveal a 



Prosecutor=s Initial Reference List for Windows 
Computer Forensics (PIRL-Windows) 

 

24 
 

 
Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

connection to a criminal associate); 
timeline and geographic location of 
user, computer, or device (e.g., a 
saved video file derived from VOIP 
may place the target at a certain 
place at a certain time).    

 
23* 

 
Document all anti-virus, spyware or 
malware detection software, last time these 
programs were used, and date of the last 
definition/ signature updates.   

 
Knowing whether there is anti-
virus software on the computer, 
when it was last used, and whether 
it is up-to-date can be useful in 
identifying the perpetrator(s) of a 
crime.   

The existence and use of anti-virus, 
spyware, and malware detection 
programs on a computer may be 
relevant to user identity (e.g., the 
target may claim that he was the 
victim of remote 
access/administration of his 
computer—the existence and use of 
anti-virus, spyware, or malware 
detection programs may defeat this 
claim).  On the other hand, the 
existence of programs allowing 
remote access to and control of a 
computer and the absence of anti-
virus, spyware or malware 
detection programs may indicate 
that the suspect’s claim is true.   

 
24* 

 
List possible counter-forensic programs. 

 
The computer may contain 
programs designed to eliminate 
data (e.g., Evidence Eliminator).  
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

Knowledge of these programs and 
determination if they have been 
used, how many times and when 
they were last run, may give insight 
into user activities taken to hide 
illegal conduct. 

The use of counter-forensic 
programs may be relevant to: state 
of mind (e.g., using a program like 
“Evidence Eliminator” may 
indicate consciousness of guilt or 
suggest consideration of an 
obstruction of justice charge); and 
timeline (the run dates for the 
counter forensic programs may 
correlate with periods of known 
criminal activity).     

 
25 

 
List files placed in the recycle bin -- 
providing date/time deleted and full path 
and file name of original location. 

 
This list of deleted file names, 
dates, and times may indicate a 
pattern of conduct or activity 
relevant to the investigation.   

Recycle bin information may be 
relevant to: state of mind (e.g., 
deletion of certain files subsequent 
to a law enforcement interview 
may indicate consciousness of 
guilt); and timeline (the deletion 
dates may follow criminal activity).   

26* 
 
List Peer to Peer (P2P) programs installed, 
configuration settings, search terms used, 

 
Peer to Peer (P2P) programs are 
used to transfer and share files 
across the internet.  Some P2P 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

and files downloaded and shared. programs maintain a list of recent 
files searched for and downloaded.  
Changes in the configuration from 
the default settings can show the 
user=s intent to distribute or 
download.  

Peer to peer information may be 
relevant to: state of mind (e.g., the 
search terms used may show a 
user’s intent to possess the files 
sought); user and associate identity 
(e.g., P2P information may help 
identify new leads); and timeline 
(the file creation dates may indicate 
the timing of criminal activity).   

 
27* 

 
Provide network connectivity information, 
including IP Addresses assigned to the 
computer by an ISP or a network device 
(like a router) B providing date and time 
first connected to a network and the 
network name or other identifier.     

 

 
When a computer accesses the 
Internet or a network, it must have 
an Internet Protocol (IP) address 
(e.g.: 192.168.0.1). To attribute 
Internet activity to a computer, the 
IP address must first be identified.     
 
“Static” IP addresses are assigned 
to a computer indefinitely.  
“Dynamic” IP addresses are 
randomly issued each time the 
computer accesses the Internet or a 
network.  Identifying the IP 
addresses assigned to the computer 
will help attribute a particular IP 
address to the computer or user at a 
specific date and time. 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

Routers or access points allow all 
computers on an internal network 
to share one common external IP 
address.  Identifying the internal IP 
address can be important to 
attribute activity to a specific 
computer on a network.   

Network connectivity information 
may be relevant to: user identity 
(the identification of the IP address 
may be useful in identifying the 
user (e.g., an IP address associated 
with the defendant’s email account 
may relate to the IP address of his 
internet service provider during the 
same period or with other IP 
addresses located on the 
computer); the identification of 
new IP addresses may help identify 
new leads (e.g., other internet 
accounts used by the user which 
may confirm user identity)) and 
timeline (e.g., determining that the 
computer was connected to a 
network through which contraband 
information passed at a certain time 
may help to identify the person 
who downloaded the contraband); 
and geographic location of user, 
computer, or device (network 
information may indicate that the 
computer connected to the internet 
at a coffee shop or through the 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

neighbor’s router).   

 This request may identify new service 
providers upon which additional legal 
process may be served for records of the 
user’s account activity. 

 
28 

 
List all wireless network access points to 
which the computer has connected.  
Include MAC address, SSID, and any dates 
and times associated with the access.  

 
A MAC (Media Access Control) 
address is a unique number specific 
to a network card. The SSID 
(Service Set IDentifier) is the name 
of the wireless network to which 
the computer connected.  
Documenting the MAC address 
and SSIDs of all access points to 
which the computer has connected 
can show that the computer 
connected to a particular access 
point.  For example, a suspect 
sends a threatening email through a 
public wireless access point (e.g., an 
Internet Café); the activity is traced 
back to that wireless access point. 
An examination of the suspect=s 
computer may tie the suspect=s 
computer as connecting to the 
public wireless access point (e.g. 
the Internet Café from which the 
threat originated) at the time of the 
threat. 

This information may be relevant 
to:  user identity and timeline (e.g., 
showing that the crime was 
committed by using wireless access 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

(on a neighbor’s residence or at a 
public place); state of mind (the 
manner of internet access may be 
consistent with consciousness of 
guilt (e.g., using a public wireless 
network to conceal criminal 
activity); and geographic location 
of user, computer, or device 
(showing how and where key 
communications or access to the 
internet were made). 

This request may identify new service 
providers upon which additional legal 
process may be served for records of the 
user’s account activity. 

 
29* 

 
Look for Virtual Machines. 

 
A virtual machine (e.g. VM Ware) 
is the equivalent of a completely 
separate computer inside the 
computer.  The presence of a 
virtual machine can explain why 
otherwise anticipated evidence is 
not initially found on the subject 
machine.  Actions taken inside a 
virtual machine will not be 
detected through standard forensic 
processes on the local computer.  If 
virtual machines are detected on 
the local computer, special forensic 
techniques must be used to analyze 
the virtual machine.   

Each type of evidence described in 
this list may be found in a virtual 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

machine.  Moreover, using a virtual 
machine may indicate a desire to 
conceal and thus may be relevant 
to: state of mind (e.g., contraband 
stored within the virtual machine 
may indicate consciousness of guilt 
and knowing possession).   

 
30 

 
Document system startup, hibernation, and 
shut down dates and times. 
 

 
This information may be useful to 
determine whether the computer 
was powered on at a specific time 
or times.   
 

NOTE: a computer in hibernation may 
not be reflected in the startup/shut 
down logs.   

Information in this category may be 
relevant to: timeline (e.g., the 
suspect’s only computer was off 
when the trade secrets were 
illegally downloaded).     

 
31 

 
Document dates of “volume shadow 
copies” or “restore points.” 
 
 

 
The operating system periodically 
takes a snapshot of certain data, 
including the registry (find link).  
This snapshot is called a “volume 
shadow copy” for Windows 7 and 
subsequent versions and Arestore 
point@ for Windows XP.  This 
request is only for the dates for each 
restore point available for review 
on the computer.  Analysis of the 
registries from previous restore 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

points may provide evidence 
related to the investigation (e.g., 
examination of data within restore 
points might contain copies of 
information such as Typed URLs or 
recently opened/saved files which 
may have been removed by 
programs like evidence eliminator).   
 
This information may be relevant 
to:  state of mind (the removal or 
confirmation of certain programs 
on the computer may be consistent 
with consciousness of guilt or may 
show interest in, and knowledge of, 
certain files or programs – e.g., 
related to child pornography); and 
timeline (the removal or 
confirmation of certain programs 
on the computer may relate to key 
case events).   
 
NOTE: Review of the data in restore 
points should only be undertaken in 
consultation with the examiner as the 
comparison of data in the restore points 
can be a monumental task and is 
beyond the intended scope of the PIRL.     

 
32* 

 
Capture all “thumbnail” graphics/images 
(from the thumbs.db or thumb cache file). 

 
Because of the way Windows 
updates files and folders, when a 
user deletes a graphic/image file, 
the thumbnail might not be 
removed at the same time.  A 
graphic/image file includes not 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

only Aphotographs@ but could also 
be a text file saved as an image 
(e.g., an invoice being saved in 
Apdf@ format).  
 
Whenever graphic/image files are 
resident in a computer, the user 
can view them in a "thumbnail" 
version; most operating systems 
accomplish a "thumbnail view" by 
making a low resolution copy of 
the original graphic/image.  Once 
a thumbnail of an image is created 
there are at least two copies of the 
graphic/image on the computer B  
the original and the low resolution 
copy.  The low resolution copies 
are kept in a file called thumbs.db 
or thumbcache###.db. 
 
Should the user delete and or 
overwrite the original 
graphic/image, the thumbnail 
version may still be available to 
the forensic examiner.   The 
presence of the thumbnail in the 
thumbs.db files is also conclusive 
evidence that at some time while 
the graphic was in the directory, a 
user of the computer viewed the 
contents of the directory in the 
Windows Explorer Athumbnail 
view@ mode.  Only when a user 
looks at a director/folder in 
thumbnail view does the 
Thumbs.db file get updated.   
 
Many users are not aware that 
these files are created or where 
they are stored.  Moreover, 



Prosecutor=s Initial Reference List for Windows 
Computer Forensics (PIRL-Windows) 

 

33 
 

 
Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

thumbnails are not easily deleted 
even by users that are aware of 
their existence. 
 

 
33 

 
For programs material to the investigation, 
document the dates the programs were 
installed and uninstalled, when the 
programs first and most recently launched, 
and the total number of times each 
program was run.   

Where possible, also identify which users 
launched any given. program. 

 
Windows maintains a list of 
recently-launched programs (other 
than those run automatically at 
startup).  Windows also maintains 
a list of installed and uninstalled 
programs.   

This information may be relevant 
to: user identity (it may be possible 
to identify which user account 
launched each application, usually 
where a user launched an 
application by double clicking on 
the application or selecting it from 
the AStart@ bar in some cases the 
installed or uninstalled program 
version has been confirmed in 
internet log records and used to 
help identify the defendant); state 
of mind (e.g., the use or removal of 
certain programs may suggest 
consideration of an obstruction of 
justice charge); and timeline (if the 
suspect erased incriminating 
activity through the Evidence 
Eliminator program, this request 
may reveal the destruction of 
evidence).   
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

34 List all files searched for by the user 
through the “Start” ”Search” location. 

 
Document commands executed from the 
ARun@ prompt on the start menu. 

When a Windows user searches for 
a file by clicking on AStart@ then 
ASearch,@ then entering their search 
term(s) in the search dialog box, the 
search term is stored by the 
operating system.   

A user can open files, launch 
programs or initiate network 
connections by typing commands 
at the AStart@  ARun@ dialog box.   

Information in this category may be 
relevant to: state of mind (e.g., 
depending on the files searched for 
and the timing of the search); and 
timeline (e.g., when key searches 
were made in relation to key case 
events).   

 
35 

 
List programs set to run automatically. 

 
Some programs, like Skype, default 
to run on start up.  Individuals can 
also configure their computers to 
automatically run certain programs 
when the computer is turned on or 
at specific times while the 
computer is on.  For example, 
counter-forensics programs are 
commonly scheduled to run at 
certain times or just prior to 
shutting down, which may explain 
the absence of data. 

Information in this category may be 
relevant to: state of mind (e.g., 
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Request 

# 

 
REQUEST 

 
WHY THIS MAY BE WANTED 

consciousness of guilt depending 
on the programs used or steps 
taken to cover-up a crime and the 
use of counter-forensic tools to 
conceal criminal activity); timeline 
(e.g., when certain programs ran in 
relation to key case events), and 
user identity (in some cases the 
program version has been 
confirmed in internet log records 
and used to help identify the 
defendant).    

Note:  On counter-forensics programs, 
see also Request 24, above. 

 
36 

 
Document the type of operating system, 
date the operating system was installed, 
user accounts, and computer name.   

 
The computer name can help 
identify the user.  

This information may be relevant 
to: user identity (i.e., which user 
accounts were established or a 
particular version of the operating 
system used which is connected to 
a particular user).   

 


